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Session Learning Objectives
 Describe best practices on how to communicate what matters – ‘when it matters’

 Differentiate ways to tell your story in the language of business

 Identify available technologies and tools to assist in structuring your message
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 The work you do matters. But if you do not 
share this work with C-Suite, how do you expect 
your team’s to be prioritized? 

 First, you need to get a seat at the table by 
strategically communicating how your team 
provides the assurance that ensures the 
organisation’s success.

 The next 5 years is about how to deliver that 
message at the right time, in the right way, to 
the right people

Today’s discussion



Company directors face heightened pressure on many fronts;

 world events (some seismic!)
 political, legal and economic change
 an acceleration in technological change

Strategic plans for long-term value creation must reflect a need
for innovation, and exploration of new business models and
solutions, whilst managing the risks that these factors present.

Adding further pressure to the board, on top of all this, is the ever
evolving cyber risk landscape.

10 years ago, cyber risk wasn’t on the radar of most boards. Now,
cyber is impacting the bottom line. boards are taking notice!

Today’s discussion



A. Request management to articulate measures of risk?

B. Challenge management on the risks to, and of, strategies?

C. Request management make risk appetite a living thing?

How would the board rate its maturity, as a board and 
as an organization, on linking strategy and risk 
appetite?
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COVID-19 is not alone on the list of world events that have shaped our history. Here are the top 12 
disasters:
1. Shaanxi Earthquake 1556
2. Tangshan Earthquake 1976
3. Antioch Earthquake 526AD
4. Haiyuan Earthquake 1920
5. Aleppo Earthquake 1138
6. Hongdong Earthquake 1303
7. Hiroshima Nuclear Detonation 1945
8. Nagasaki Nuclear Detonation 1945
9. Spanish Flu 1918
10. Asian Flu 1957
11. Sept. 11, 2001 Terrorist Attacks
12. SARS 2003

A world event may just be the start of a new journey of 
innovation – but not without planning



Leaders facing the unprecedented times and are also looking to their organisation’s core, its 
communal culture and values, to inspire resilience, unleash agility, and help employees to thrive, 
not simply survive.

Setting a regular cadence with a clear voice is critical. Incomplete or conflicting communications 
can slow the organisation’s response.  In a time of crisis, trust is paramount:

Trust =Transparency +Relationship +Experience +Purpose

The new ‘Normal’ era



 The distinction between risk oversight and risk management

 The strong institutional investor focus on risk matters

 Tone at the top and corporate culture

 Fiduciary duties, legal and regulatory frameworks and third-party guidance on best practices

 Specific recommendations for improving risk oversight

 Compliance programs

 Special considerations regarding cybersecurity matters

 Special considerations pertaining to environmental, social and governance (ESG) risks; and 
anticipating future risks.

Area’s of concern for the board



A. Feel risk management is one of the most important factors in achieving strategic goals

B. Feel risk management is not an important factor in achieving strategic goals

C. Unsure

How do high growth companies view risk 
management in achieving their strategic goals?
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Employ data security governance principles by focusing on sensitive data protection and privacy, 
conducting, deleting unnecessary data, and consolidating data silos, whether they are on-
premises or in the cloud, to ensure project alignment with business objectives

 USD 3.86 million 
Average total cost of a data breach

 United States 
Most expensive country: USD 8.64 million

 Healthcare 
Most expensive industry: USD 7.13 million

 280 days 
Average time to identify and contain a breach

What is the record trend and cost of a data breach 
in COVID-19?

Source: IBM and the Ponemon Institute.



Boards are increasingly being held 
accountable for managing risks.

Boards are hiring seasoned cyber 
risk experts to enable them to make 
better and informed decisions 
across risk governance. 

Key considerations for the board



Both the law and practicality continue to support the proposition that the board cannot and should 
not be involved in actual day-to-day risk management. 

Audit and risk management oversight by the board



‘We face cyber threats from state-
sponsored hackers, hackers for hire, 
global cyber syndicates, and terrorists. 
They seek our state secrets, our trade 
secrets, our technology, and our ideas -
things of incredible value to all of us. They 
seek to strike our critical infrastructure 
and to harm our economy.’

James B Comey Jr
Former Director of the Federal Bureau of Investigation



 Boards are not digitally agile or cyber aware

 Board members are sceptical/apprehensive 
about management’s handling on cyber security

 Measurable cyber governance programs in 
companies are current non-existent

 A cyber NXD, CISO or a cyber leader is generally 
not a part of regular board or sub-committee 
meetings

 Audit/risk committee reports need to be more 
than a compliance requirement and provide 
insights on how to deal with cyber risks

Board challenges

Framework Components



The board, directly and through its committees, is 
responsible for overseeing strategy, risk, and 
performance.

 Culture matters, because a strong, positive 
corporate culture provides a framework not only for 
risk mitigation, but also for both short- and long-
term value creation. It aligns values, goals, 
behaviors, and systems throughout the organization 
in ways that can have favorable impacts, both 
internally (for example, through positive employee 
engagement or by facilitating optimal performance 
or a strong safety record) and externally (through 
positive branding, reputation and competitive 
advantage).

Corporate culture and the board



We rarely get advance notice that a disaster is ready to strike. Even with some lead time, multiple 
things can go wrong; every incident is unique and unfolds in unexpected ways.

This has never been more important 
due to the ongoing COVID virus 
impact!

Business response planning



A. Yes, I have all the money I need

B. I could use some more but can manage with current budget

C. I'm drowning, no way I can reduce risk to acceptable levels with existing budget

Are you getting the budget you need to reduce risk 
to an acceptable level for your company?
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Today’s commercial and economic climate demands that boards step up their game with an intense 
focus on risk management.

There is a lot at stake if risk management practices are poor.

KEY TAKE AWAYS 
Key steps boards can take to improve cyber governance, strategy and response to a major cyber event:

 Appoint third-party Cyber advisers as non-executive directors of the board

 Appoint the CIO and/or CISO as members of the board

 Cybersecurity technology and services investment plan and strategy – ensure there is sufficient budget

 Establish a cyber business response plan

 Have a clear plan in place protecting the well-being and safety of employees

 Employee cyber safety reporting – especially where employees may be threatened and at risk

 Cyber incident and risk reporting as part of the monthly board agenda

Conclusions



Responding strategically to the 
current economic event requires 
a high degree of creativity, an 
openness to challenging 
assumptions and a willingness to 
look beyond the obvious in 
addressing the threats and 
embracing new opportunities.

Final thought


	Slide Number 1
	Elevate Your Value: How to Get a Seat at the Table
	Session Learning Objectives
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Employ data security governance principles by focusing on sensitive data protection and privacy, conducting, deleting unnecessary data, and consolidating data silos, whether they are on-premises or in the cloud, to ensure project alignment with business objectives
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21

